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“…information should follow the pa-
tient, and artificial obstacles – tech-
nical, business-related, bureaucratic 
– should not get in the way…the goal 
is to have information flow seam-
lessly and effortlessly to every nook 
and cranny of our health system, 
when and where it is needed…If we 
are to reap the benefit of information 
exchange, Americans must also be 
assured that the most advanced tech-
nology and proven business practices 
will be employed to secure the pri-
vacy and security of their personal 
health information, both within and 
across electronic systems, and that 
persons and organizations who hold 
personal health data are trustworthy 
custodians of the information.” 
- Dr. David Blumenthal, National 
Coordinator for Health Information 
Technology

On February 17, 2009, President 
Obama signed into law the American 
Recovery and Reinvestment Act of 
2009 (ARRA). This stimulus package 
included provisions known collec-
tively as the Health Information 
Technology for Economic and Clini-
cal Health Act (HITECH),1 the goal 
of which is to expand the current U.S. 
healthcare IT infrastructure to allow 
for the electronic use and exchange of 
information while safeguarding pa-
tient privacy.  
 
                                                 
1 ARRA Title XIII, and Title IV of Division 
B are collectively referred to as the HITECH 
Act. 

Unless otherwise noted, the provisions go 
into effect on February 17, 2010. 
 
Physicians who are “covered entities” under 
HIPAA (Health Insurance Portability and 
Accountability Act of 1996) will need to 
incorporate HITECH provisions into their 
existing privacy and security policies and 
procedures (including sanctions for viola-
tions) and train staff accordingly. The new 
requirements involve: (1) notifying patients 
(and the Department of Health and Human 
Services) when their protected health in-
formation (PHI) is improperly accessed or 
disclosed; (2) greater patient control over 
how their PHI is accessed and used; (3) 
mandated changes to agreements between 
covered entities and business associates; 
and (4) accounting of all disclosures of PHI 
for those patients whose medical records 
are electronic.  
 
Physicians should be aware that Congress 
recently allocated more HIPAA compliance 
enforcement dollars to the Centers for 
Medicare and Medicaid Services (CMS) 
and the Office of the Inspector General 
(OIG). HIPAA compliance has traditionally 
been a complaint-driven process, but funds 
are intended to facilitate audits of HIPAA 
compliance. There are as yet no details as to 
what the audits will entail, or what will 
trigger an audit. The Office of the National 
Coordinator of Health Information Tech-
nology (ONC) will appoint a Chief Privacy 
Officer to oversee multiple changes to the 
HIPAA privacy and security provisions that 
are included in the bill. 
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Data-breach notification
required
 
Protected health information (PHI) 
is individually-identifiable docu-
mentation maintained in any form 
or medium (including paper and 
electronic) of mental or physical 
medical conditions, the treatment 
of those conditions and the pay-
ment for that care. In other words, 
PHI is confidential patient infor-
mation. 
 
As of February 22, 2010,2 physi-
cians covered under HIPAA must 
notify each patient whose “unse-
cured” PHI has been, or is rea-
sonably believed to have been, ac-
cessed, acquired, used, or disclosed 
inappropriately, unless the breach 
essentially poses no risk of harm to 
the patient.3 Physicians will be 
held accountable for breaches that, 
through the exercise of reasonable 
diligence, would have been known 
to them. This means that physi-
cians must have reasonable sys-
tems in place to detect breaches.  
 
“Unsecured” PHI is that which has 
not been rendered unusable, un-
readable, or indecipherable to un-
authorized individuals. Essentially, 
                                                 

                                                

2 Section 13402(j) of the HITECH Act 
states that the breach reporting obligations 
become effective on September 23, 2009. 
In the comments to the new Breach Noti-
fication Rules, the Secretary stated that 
HHS “will use [its] enforcement discre-
tion to not impose sanctions for failure to 
provide the required notifications for 
breaches that are discovered before 180 
calendar days from the publication [of the 
HHS regulations],” which will be the 
middle of February 2010. 
3 Of note: the State of California has re-
cently enacted similar requirements for all 
physicians licensed in the state, regardless 
of whether or not a physician is a covered 
entity under HIPAA. 

“unsecured” PHI is any PHI that 
isn’t encrypted and/or destroyed in 
accordance with federal guidelines. 
HHS has published specific stan-
dards pertaining to the strength of 
the encryption algorithm and the 
security of the decryption key or 
process necessary to render elec-
tronic PHI “secure” and notes that 
covered entities and business asso-
ciates that encrypt PHI should keep 
encryption keys on a separate de-
vice from the data that they en-
crypt or decrypt. 
 
With respect to the destruction of 
electronic PHI, electronic media 
must be cleared, purged or de-
stroyed consistent with NIST (Na-
tional Institute of Standards and 
Technology) Special Publication 
800-88, Guidelines for Media 
Sanitization,4 such that the PHI 
cannot be retrieved. PHI in paper 
format is “unsecured” by nature, 
and must be destroyed in such a 
way that the information can not 
be read by unauthorized individu-
als, such as by burning or shred-
ding. 
 
It is the physician’s responsibility 
to disclose the breach or establish 
that the breach poses no risk of 
harm to the patient, even if the 
breach is the fault of a business 
associate (such as a billing com-
pany) acting on behalf of the phy-
sician.  
 
Risk assessment 
Notification of a data breach is not 
required if it does not pose a sig-
nificant risk of harm to the patient. 
Upon discovery of a breach, physi-
cians and business associates in-
volved in the breach should per-

 
4 Available at http://www.csrc.nist.gov/. 

form a risk assessment to deter-
mine if notification is required, and 
document the details of that as-
sessment. When determining 
whether or not notification is re-
quired, consider the following: 
 
Would an unauthorized person 
reasonably be able to access 
and/or retain the PHI? – If elec-
tronic PHI is rendered unusable, 
unreadable or indecipherable 
through the use of technology such 
as encryption (that meets federal 
standards), there is no breach, even 
if the information is accessed by an 
unauthorized individual. In addi-
tion, HHS has provided several 
examples of how there may be no 
breach even if unsecured informa-
tion is inappropriately accessed or 
disclosed: 
 
1)  If the information has not been 
rendered unusable, but it is possi-
ble to determine forensically that 
the information has not been ac-
cessed (such as through a stolen 
laptop), the information has not 
been accessed or retained, and 
therefore there has been no breach.  
 
2) This question applies to PHI in 
paper format as well: HHS gives 
the example of an Explanation of 
Benefits (EOB) mailed to the 
wrong address and returned, un-
opened, as undeliverable by the 
post office. It is reasonable to as-
sume in this situation that the in-
formation has not been accessed by 
an unauthorized individual, and no 
breach has occurred.  
 
3) A nurse mistakenly hands a pa-
tient the discharge papers belong-
ing to another patient, but she 
quickly realizes her mistake and 
recovers the information. If the 
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nurse can reasonably conclude that 
the patient could not have read or 
otherwise retained the information, 
then this would not constitute a 
breach.  
 
In whose hands did the PHI 
land? – HHS specifically exempts 
from the notification requirement 
unintentional access of PHI by a 
workforce member5 (both covered 
entities and business associates) or 
inadvertent disclosure to a work-
force member acting in good faith 
within the scope of his or her du-
ties, so long as the PHI is not fur-
ther used or disclosed improperly.  
 
Can the information disclosed 
cause “significant risk of finan-
cial, reputational, or other 
harm” to the individual? – HHS 
has provided some guidance to as-
sist physicians and business asso-
ciates in making this determina-
tion. Similar to the workforce 
member exemptions above, there 
may be less risk of harm to the in-
dividual(s) if PHI was impermissi-
bly disclosed to another entity 
governed by the HIPAA Privacy 
and Security Rules or to a Federal 
agency. This is because the recipi-
ent entity is obligated to protect the 
privacy and security of the infor-
mation it received in the same or 
similar manner as the entity that 
disclosed the information. For ex-
ample: you inadvertently fax PHI 
to the wrong doctor’s office, and a 
staff member from that office sub-
sequently informs you that they 

                                                 
5 Workforce member is a defined term in 
45 CFR 160.103 and means “employees, 
volunteers, trainees, and other persons 
whose conduct, in the performance of 
work for a covered entity, is under the 
direct control of such entity, whether or 
not hey are paid by the covering entity.” 

received the information in error 
and have shredded it. It would be 
reasonable to assume in this situa-
tion that the patient is not at risk of 
significant harm as a result of this 
breach; therefore, notification of 
the breach would not be required.  
 
Of course, if the staff member in-
forms you that she saw the patient 
name, realized it was her brother-
in-law and read the fax, this could 
constitute a breach, depending on 
the nature of the information.  Ac-
cording to HHS: “The risk assess-
ment should be fact specific, and 
the covered entity or business as-
sociate should keep in mind that 
many forms of health information, 
not just information about sexually 
transmitted diseases or mental 
health, should be considered sensi-
tive for the purposes of the risk of 
reputational harm – especially in 
light of fears about employment 
discrimination.” (Breach Notifica-
tion for Unsecured Protected 
Health Information; Interim Final 
Rule) 
 
Method of notification 
If it is determined that the breach 
poses a risk of harm and notifica-
tion is required, the covered entity 
will notify the affected patient(s), 
HHS, and, in some cases, the me-
dia. Annual notice to the Secretary 
of HHS suffices for breaches in-
volving fewer than 500 individu-
als. For breaches affecting 500 or 
more individuals, HHS must be 
notified “without reasonable de-
lay” and media outlets must be no-
tified of the breach. 
 
A breach is considered discovered 
on the first day a covered entity or 
BA knows or should have known 
about it. Victims of breaches must 

be notified without unreasonable 
delay but in no case later than 60 
calendar days after discovery of 
the breach. Delays in notification 
must include evidence demonstrat-
ing the necessity of the delay.  
 
When notifying individuals (or 
their next of kin if an individual 
has died) about a breach, the cov-
ered entity or BA giving notifica-
tion must: 
 
 Provide written notification by 

first-class mail or, if the indi-
vidual has indicated a prefer-
ence, via e-mail (consent must 
be obtained for e-mails) and 
send follow-up mailings, if nec-
essary, as more information be-
comes available.  

 
 If the contact information is 

outdated or insufficient, substi-
tute notice reasonably calcu-
lated to reach the individual 
must be made. 

 
  If there is outdated or insuffi-

cient information for fewer than 
ten individuals, substitute notice 
may be provided by an alterna-
tive written notice, telephone, or 
other means. 

 
 If contact information for ten or 

more affected individuals is 
outdated or insufficient, the 
covered entity must provide 
substitute notice either by con-
spicuous posting on the home 
page of the covered entity’s 
web site (for at least 90 days) or 
in major print or broadcast me-
dia likely to be seen by the pa-
tients. A toll-free number must 
be provided for at least 90 days 
where individuals can learn 
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whether their unsecured PHI 
was included in the breach. 

 
Contents of notice 
Notification to patients must in-
clude a brief description of what 
happened, including the date of the 
breach and the date of the discov-
ery of the breach, if known; the 
type of protected health informa-
tion disclosed (such as full name, 
Social Security number, date of 
birth, home address, account num-
ber, or disability code); the steps 
the patient should take to protect 
himself or herself; what the cov-
ered entity is doing to investigate 
and mitigate the breach; and con-
tact information, including a toll-
free telephone number, e-mail ad-
dress, Web site, or postal address 
by which patients can ask follow-
up questions and obtain additional 
information. 
 
Law enforcement exception 
If a law enforcement official states 
that notification of a breach would 
impede a criminal investigation or 
cause damage to national security, 
the covered entity shall delay noti-
fication until the time specified in 
writing by the law enforcement 
official. If the statement is oral, 
document the request, including 
the name of the official, and delay 
notification no longer than 30 days 
unless the official submits a re-
quest in writing during this period 
specifying a longer delay.  
(45 CFR §164.412) 
 

Business Associate
Agreements 
 
Business Associates are those who 
use health information as they are 
performing services on behalf of a 
covered entity, such as legal, ac-
counting, consulting or administra-
tive work. The HIPAA privacy 
rules already require covered enti-
ties to have “Business Associate 
Agreements” with such entities for 
the purpose of protecting patient 
information. These agreements 
must be updated to incorporate the 
data-breach notification require-
ments, including a detailed de-
scription of the time frame, method 
and content of the notification. 
 
Penalties and enforcements 
HITECH imposes penalties for 
noncompliance due to willful ne-
glect and authorizes HHS to inves-
tigate any complaint of suspected 
noncompliance. In the event of 
noncompliance, the violating party 
may be subject to tiered civil 
monetary penalties – based on the 
amount of neglect and intent—
from $100 to $1.5 million per vio-
lation. HITECH also requires HHS 
to perform periodic audits to en-
sure that covered entities and busi-
ness associates are in compliance. 
The legislation also empowers 
state attorney generals to enforce 
some HIPAA elements, which 
could lead to more scrutiny from 
prosecutors looking for high-
profile cases. 
 
Patient control of access to 
PHI strengthened 

The HITECH Act strengthens pro-
tections for patients who want to 
limit how their information is 

shared. If a patient requests that a 
covered entity restrict the disclo-
sure of his or her information, the 
entity must comply with the re-
quest under certain circumstances.  
 
Patient access to medical records 
in electronic format 
If a covered entity uses an elec-
tronic medical record (EMR), pa-
tients have a right to obtain a copy 
of their records in electronic for-
mat. HITECH specifically states 
that covered entities may receive 
remuneration in exchange for PHI 
when providing copies electroni-
cally to the patient or a third party 
if the choice is clear and specific; 
however, the cost for such copying 
and transfer cannot exceed the en-
tity’s cost. 
 
Marketing and fundraising ma-
terials 
Patients are allowed to opt out of 
their information being used in 
fundraising and marketing materi-
als. Covered entities should obtain 
patient authorization before using 
PHI for such purposes. 

Limit disclosure of PHI to 
“minimum necessary,” including 
to health plans 
Limit the disclosure of PHI to a 
“limited data set,” or to the “mini-
mum necessary” to fulfill an in-
tended purpose (as defined under  
the HIPAA Privacy Rule), includ-
ing those disclosures you make to 
health plans.  
 
The covered entity makes the de-
termination of the minimum neces-
sary to accomplish the intended 
purpose. The following exceptions 
to the minimum necessary re-
quirement continue to apply under 
(45 CFR §164.502(b)(2):) 
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TO REACH MIEC

Phone: 
Oakland Office: 510/428-9411 
Honolulu Office: 808/545-7231 
Boise Office: 208/344-6378 
Outside: 800/227-4527 
 
Fax: 
Loss Prevention: 510/420-7066  
Oakland: 510/654-4634 
 
 

Honolulu: 808/531-5224 
Boise: 208/344-7903 

Email:  
Lossprevention@miec.com 
Underwriting@miec.com 
Claims@miec.com 
 
This newsletter is available in a podcast on MIEC‘s 
website at: www.miec.com

HIPAA Security Rule
 

The HIPAA Security Rule, which complements the Privacy Rule, has been in effect since April 21, 2005. 
While the Privacy Rule pertains to all Protected Health Information (PHI) including paper and electronic, 
the Security Rule deals specifically with Electronic Protected Health Information (ePHI). It lays out three 
types of security safeguards required for compliance: administrative, physical, and technical. For each of 
these types, the Rule identifies various security standards, and for each standard, it names both “required” 
and “addressable” implementation specifications. Required specifications must be adopted and adminis-
tered as dictated by the Rule. Addressable specifications are more flexible. Individual covered entities can 
evaluate their own situation and determine the best way to implement addressable specifications. (See 
Resources for more information.) 


